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LALOR SECONDARY COLLEGE
Mobile Phone and Digital Technologies Policy
(Internet, Social Media and Digital Devices)
2020-2022
    
AIM  
To provide clear guidelines around the acceptable use of mobile phones and digital devices and to increase the safe use of such devices while enhancing student learning. 
  
  
  
Date ratified by School Council: 24th October 2019 
Review date: March 2021  
  


PURPOSE
To ensure that all students and members of our school community understand:
(a) the Department’s and Lalor Secondary College’s policy requirements and expectations relating to students using mobile phones and all other digital devices listed in this policy during school hours.
(b) our commitment to providing students with the opportunity to benefit from digital technologies to support and enhance learning and development at school [including our BYOD Program]
(c) expected student behaviour when using digital technologies including the internet, social media, and digital devices (including computers, laptops, tablets)
(d) the school’s commitment to promoting safe, responsible and discerning use of digital technologies, and educating students on appropriate responses to any dangers or threats to wellbeing that they may encounter when using the internet and digital technologies
(e) our school’s policies and procedures for responding to inappropriate student behaviour on digital technologies and the internet
SCOPE
This policy applies to:
1)  All students at Lalor Secondary College
2) Students’ personal mobile phones and all other digital devices 
3)  Staff use of technology is governed by the Department’s Acceptable Use Policy 
DEFINITIONS
For the purpose of this policy, “digital technologies” are defined as being any networks, systems, software or hardware including electronic devices and applications which allow a user to access, receive, view, record, store, communicate, copy or send any information such as text, images, audio, or video. This includes but is not limited to: laptops, netbooks, tablets, smart watches, iPods, wireless headphones.
A mobile phone is a telephone with access to a cellular (telecommunication) system, with or without a physical connection to a network. 

Any breaches of the ban will be dealt with via the ‘Breach of Guidelines’ below and the Student Code of Behaviour

AGREEMENT
While a student’s approved digital device is using the College’s network infrastructure the following policies and agreements apply:  
· The College’s ICT User Agreement  (Appendix A - which users must agree to before logging on to the Lalor Secondary College network)  
· The Department of Education and Training’s Collection Statement (Appendix B - which all parents are given as part of the enrolment process) 
· The Google Suite Privacy Information and Opt out Form (Appendix C - which all parents are given as part of the enrolment process) 
· The Minecraft and Office 365 Privacy Information and Opt Out form (Appendix D - which all parents are given as part of the enrolment process)


RELATED POLICIES AND RESOURCES  

· Lalor Secondary College Student Code of Behaviour
· Mobile Phones – Department Policy 
· Ban, Search and Seize Harmful Items  - Department policy
· Personal Goods – Department policy  
· Lalor Secondary College Student Code of Behaviour
· Student Engagement Policy  
· DET Privacy Policy

POLICY
Vision for digital technology at our school
Lalor Secondary College has established the following policy for all digital devices to provide staff, students and parents/carers with guidelines and instructions for the appropriate use of these devices during school hours. In order for students to carry and use digital devices during school hours, students and their parents/carers must first read and understand this policy. 
Lalor Secondary College understands that safe and appropriate use of digital technologies including the internet, apps, computers and tablets provide students with rich opportunities to support learning and development in a range of ways.
Through increased access to digital technologies, students can benefit from enhanced learning that is interactive, collaborative, personalised and engaging. Digital technologies enable our students to interact with and create high quality content, resources and tools. It also enables personalised learning tailored to students’ particular needs and interests and transforms assessment, reporting and feedback, driving new forms of collaboration and communication.
Lalor Secondary College believes that the use of digital technologies at school allows the development of valuable skills and knowledge and prepares students to thrive in our globalised and inter-connected world. Our school’s vision is to empower students to use digital technologies safely and appropriately to reach their personal best and fully equip them to contribute positively to society as happy, healthy young adults. 
Our school operates a Bring Your Own Device (BYOD) program, which means students are able to bring their own purchased or school purchased device with them to school each day.  Please note that our school does not have insurance to cover accidental damage to students’ device, and parents/carers are encouraged to consider obtaining their own insurance for their child’s device.  
Personal mobile phone use  
In accordance with the Department’s Mobile Phones Policy issued by the Minister for Education, personal mobile phones must not be used at Lalor Secondary College during school hours, including lunchtime and recess, unless an exception has been granted. 

Where a student has been granted an exception, the student must use their mobile phone for the purpose for which the exception was granted, and in a safe, ethical and responsible manner. An exemption can only be granted by applying to the College Principal. 

When emergencies occur, parents or guardians can reach their child by calling the school. The school does not take any responsibility for students who bring their mobile phones to school and students do so at their own risk.  

Secure storage 
Mobile phones and digital devices owned by students at Lalor Secondary College are considered valuable items and are brought to school at the owner’s (student’s or parent/carer’s) risk.  Students are encouraged not to bring a mobile phone to school unless there is a compelling reason to do so.  Please note that Lalor Secondary College does not have accident insurance for accidental property damage or theft. Students and their parents/carers are encouraged to obtain appropriate insurance for valuable items.  Refer to the Department’s Personal Goods policy for further information.

Where students bring a mobile phone to school, Lalor Secondary College will provide secure storage. Secure storage is storage that cannot be readily accessed by those without permission to do so. At Lalor Secondary College, students are required to store their phones in their lockers. Every student is allocated a locker and is expected to have a working lock installed. 

Exceptions  
Exceptions to the policy: 
· may be applied during school hours if certain conditions are met, specifically, 
· Health and wellbeing-related exceptions; and 
· Exceptions related to managing risk when students are offsite. 

· can be granted by the Principal or an Assistant principal, in accordance with the Lalor Secondary College’s Mobile Phone and Digital Technologies Policy 

1. Health and wellbeing-related exceptions – Application to the Principal or Assistant Principal required
	Specific exception 
	Documentation 
	Example/s

	Students with a health condition 
	Student Health Support Plan 
	a student with diabetes may use their mobile phone to monitor their blood sugar; 


	Students who are Young Carers 
	A localised student record 
	a young carer providing care to a parent with health issue may need to use their mobile phone to discuss health issues with medical professionals and the person they are caring for, during the school day].  


 
2. Exceptions related to managing          
	Specific exception 

	Travelling to and from excursions 

	Students on excursions and camps 

	When students are offsite (not on school grounds) and unsupervised with parental permission 

	Students with a dual enrolment or who need to undertake intercampus travel 



Where an exception is granted, the student can only use the mobile phone for the purpose for which it was granted.  






Camps, excursions and extracurricular activities 
Lalor Secondary College will provide students and their parents and carers with information about items that can or cannot be brought to camps, excursions, special activities and events, including personal mobile phones and digital devices.

Exclusions 

This policy does not apply to: 
· Out-of-school-hours events at school or off site
· Travelling to and from school 
· Students undertaking workplace learning activities, e.g. work experience 
· Students on excursions and camps
 
Lalor Secondary College – BYOD Program  

The following is an outline of the personal computers/tablets allowed at school as part of the Digital Device policy.   
All students at Lalor Secondary College can participate in the BYOD program through the following two methods: 

1. Students in Years 7 to 12 are able to purchase a recommended device listed by the College for use (see attached), through the JB HiFi BYOD portal on the college website. 

2. Students are able to use a laptop or tablet that they have already purchased with the following minimum specifications for wireless network access.  
· I3 Processor  
· 4GB of RAM  
· Wireless Network Function  
· Chrome Browser (Efficiently Access Compass) 
· Windows 10 for PC
· Mac OS High Sierra for Apple Macs. 

Each recommended device purchased through the JB HiFi portal, will be imaged with Department of Education approved software and have the image configured for use on the school network. These include operating system software, anti-virus software, standard Windows, Microsoft Software, MAC OS, Apple and Curriculum specific software licensed to the school.   

The software and programs pre-loaded on the Personal Computer are subject to license conditions and copyright. They must not be distributed or deleted. Any software or media installed on the computer must not infringe copyright laws and must not include crude or explicit language or images, as this will contravene Lalor Secondary College’s Acceptable Use Agreement and may result in the student being removed from the program.  

Laptops and tablets that are brought from home will have access to the school wireless internet connection and will only be able to access their share drives and print via the web. A range of support documentation is available at https://www.lalorsc.vic.edu.au/special-programs/digital-technology-at-lsc/





Recommended Devices

All recommended devices may be purchased from JB HiFi, by accessing the following weblink -  
https://www.jbeducation.com.au/byod/ 

Parents are advised to purchase a recommended device through this link. Any device not purchased through this ordering portal will be given internet access which will allow students to access their share drives and print via the internet.
  
	Product type 
	Product Description  
	 BYOD Sell Price Inc  

	Apple Tablet 
	iPad Air 6th Gen Wi-Fi  32GB - Space Grey 
	 $ 411.08 

	
	
	 

	 
	 
	 

	Lenovo Laptop 
	300e 128GB touch screen with pen 
	$ 610.08 

	Lenovo ThinkPad 
	11e 5th Gen  
	$789.68 

	HP Laptop 
	ProBook 440 G1 x360 8/256 
	$1,274.63 



Students, parents and carers who would like more information or assistance regarding our BYOD program are encouraged to contact the IT department at the college.
Safe and appropriate use of digital technologies
Digital technology, if not used appropriately, may present risks to users’ safety or wellbeing. At Lalor Secondary School we are committed to educating all students to be safe, responsible and discerning in the use of digital technologies, equipping them with skills and knowledge to navigate the digital age.
At Lalor Secondary College:
· All students at our school will have filtered internet and email access.
· All students will have their own password protected internet account and log on. Such access is a privilege that infers responsibility, and not simply a right to be expected.   
· The IT Department will liaise with staff and the technical support technician to manage all email access, maintenance of the school’s web site, web filters and all other issues related to internet access by students.   
· We undertake to ensure that information published on the Internet by students or the school is of a high standard, and meets legal requirements and standards of general practice within the community in relation to copyright, safety and decency.  
· Students email access will be through EduPass Outlook 365.
· Staff and students are responsible for notifying the IT Department of any inappropriate material or use of LSC’s network so that access can be blocked.   
· Students are expected to follow the guidelines listed in this policy and inappropriate use of the college network will be resolved using the Student Code of Behaviour  
· Signed Student Consent (See Appendix A) is required in order to gain access to the internet or to publish work, photos or videos on the internet. This form will be completed once by parents upon their enrolment at the college.
·    Privacy of students, parents, staff and other users must be recognised and respected at all times and will be managed according to the Privacy Policy. 
· We use online sites and digital tools that support students’ learning, and focus our use of digital technologies on being learning-centred
· We restrict the use of digital technologies in the classroom to specific uses with targeted educational or developmental aims
· We supervise and support students using digital technologies in the classroom
· We effectively and responsively address any issues or incidents that have the potential to impact on the wellbeing of our students
· We educate our students about digital issues such as online privacy, intellectual property and copyright, and the importance of maintaining their own privacy online
· We have an Acceptable Use Agreement outlining the expectations of students when using digital technology at school
· We use clear protocols and procedures to protect students working in online spaces, which includes reviewing the safety and appropriateness of online tools and communities, removing offensive content at our earliest opportunity
· We educate our students on appropriate responses to any dangers or threats to wellbeing that they may encounter when using the internet and other digital technologies
· We refer suspected illegal online acts to the relevant law enforcement authority for investigation

Distribution of school owned devices to students and personal student use of digital technologies at school will only be permitted where students and their parents/carers have completed a signed Acceptable Use Agreement.
It is the responsibility of all students to protect their own password and not divulge it to another person. If a student or staff member knows or suspects an account has been used by another person, the account holder must notify the IT service desk manager as appropriate, immediately.
All messages created, sent or retrieved on the school’s network are the property of the school. The school reserves the right to access and monitor all messages and files on the computer system, as necessary and appropriate. Communications including text and images may be required to be disclosed to law enforcement and other third parties without the consent of the sender.
Student behavioural expectations

Students who use their personal mobile phones and/or digital devices  inappropriately at Lalor Secondary College, may be issued with consequences consistent with our school’s existing Student Code of Behaviour. 

At Lalor Secondary College inappropriate use of mobile phones and digital devices is any use during school hours, unless an exception has been granted, and particularly the use of a mobile phone: 
· in any way that disrupts the learning of others  
· to send inappropriate, harassing or threatening messages or phone calls 
· to engage in inappropriate social media use including cyber bullying 
· to capture video or images of people, including students, teachers and members of the school community without their permission 
· to capture video or images in the school toilets, changing rooms, swimming pools and gyms 
· during exams and assessments 

When a student acts in breach of the behaviour standards of our school community (including cyberbullying, using digital technologies to harass, threaten or intimidate, or viewing/posting/sharing of inappropriate or unlawful content, using a mobile phone during school hours), Lalor Secondary College will institute a staged response, consistent with our policies and the Department’s Student Engagement and Inclusion Guidelines. 

SCHOOL PROCESSSES  

These guidelines are for the operational use of all digital devices.  

Mobile phones, wearable smart watches, ear buds, wireless headphones and bluetooth speakers are banned devices. 

1. As per the state wide mobile phone ban, mobile phones are not be used at school under any circumstances and will be managed according to ‘Breach of guidelines’ below and the Student Code of Behaviour 

2. The sending and receiving of text messages or phone calls is banned. Students are not to have their phones to make or answer incoming phone calls from the beginning of the school day until students are dismissed at the end of the school day. Smart watches with the same capability are also banned.

3. Mobile devices must not be taken into any examination room or test, in line with VCAA policy. 

4. Students who become unwell during the day must not use their mobile phone to contact their parents/guardians to collect them. Students should follow the correct procedure of visiting the general office or student manager who will make the necessary arrangements. 

 	All Other Digital Devices

1. Students may only use their digital devices under the explicit instruction of a teacher when the teacher has determined the following:  
a. The use is directly related to learning and teaching.  
b. The use is not interfering with the learning of other students.  
c. The learning task is enhanced with the use of a device.  
d. The use takes into account health and safety considerations such as reasonable level of noise or                           sharing of ear plugs.  
e. Privacy of other students or the teacher is not compromised by the use of such devices.  

2.    Students who choose to bring their own devices to school are solely responsible for their own equipment.   The school will not accept any responsibility for the theft, loss, damage or health effects (potential or actual)  resulting from digital device use.  

3. Internet Browsing – Students are only to use devices that are securely connected to the Lalor Secondary College wireless network for browsing purposes. Devices that use alternate networks for browsing are not permitted for this function.  

4. The teacher has the right to inspect the device at any stage throughout the lesson to ensure the above guidelines are being followed. 

5. Students engaged in the inappropriate use of any digital device by harassing others through text messaging, messaging applications, voice or picture are in breach of the Student Code of Behaviour and will receive consequences in line with the Student Code of Behaviour.  

6. Students must not use any digital device to take images or record conversations of other students or staff without their consent. 
Breach of Guidelines  

Use of a Device without Teacher Permission  

1st Breach of Rules – Device is confiscated by classroom teacher and given to the general office for collection by the student at the end of the day. This must be recorded on Compass by the classroom teacher. 

2nd Breach of Rules – Device is confiscated and placed at the general office for collection by a parent. The teacher must inform the Assistant Principal, Sub-School leader and relevant student manager immediately. An after school detention will be issued to the student. This will be recorded on Compass by the member of the student management team issuing the detention. 

3rd and subsequent Breach of Rules – Device is confiscated and placed at the general office for collection by a parent. The teacher must inform the Assistant Principal, Sub-School leader and relevant student manager immediately. Two after school detentions will be issued to the student. This will be recorded on Compass by the member of the student management team issuing the detention.  

4th and Subsequent Breach of Rules - Device is confiscated and placed at the general office for collection by a parent. The teacher must inform the Assistant Principal, Sub-School leader and relevant student manager immediately. A Saturday morning detention or suspension will be issued to the student. This will be recorded on Compass by the member of the student management team issuing the detention.  

If a student refuses to hand over their device during any stage listed above the parent notified by the student managers and the student will be issued with a detention.  
Repeated refusal to hand over a device will lead to further consequences.

Any breach of the schools Privacy Policy through the recording of images without permission will be managed through the Student Code of Behaviour – level 3I.  

Access of Inappropriate Material or Usage Rights.  
As stated in Appendix A breaches of these aspects of the policy will lead to the removal of the privilege of using school computers, bringing a digital device to school and be subject to the relevant discipline procedures based on the behaviour associated with the breach. Refer to the Code of Behaviour.  
  


 
 







APPENDIX A –   
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            Lalor Secondary College  
                ICT Acceptable Use Policy and Rules  
  
  
Lalor Secondary College is proud of the computer facilities we provide for students and staff to promote the values of learning and educational excellence. The following Acceptable Usage Agreement and Rules are to protect the students and the college computer facilities so we can continue to provide the best learning experience for all.  
  
ICT Acceptable Use Policy and Rules  
· No food, drinks or chewing gum are permitted in any computer lab or near any computer trolley under any circumstances.  
  
· Social Media sites (Facebook, Twitter, Instagram, Pinterest etc.) are prohibited from being accessed.  
  
· Attempting to use Proxies or VPN solutions to bypass school security to access blocked sites is strictly prohibited.  
  
· Games are prohibited from being played on any school computer and from being stored on the college Fileserver. The ONLY exception to this rule is if the game is provided by the teacher and is part of the class curriculum.  
  
· Copywrited material such as games, music, movies, TV shows and any other copywrited material are strictly not permitted to be stored on any part of the college network including the Fileserver or any college based cloud storage such as Google or OneDrive.  
  
· Students are not permitted to climb on or under desks and/or unplug any device/cable from the back of any computer.   
  
· Students are only permitted to use the front USB ports and headphone port.  
  
· When starting class, students must report any damage to the teacher immediately.  
  
· When finishing class, students must ensure the keyboard, mouse and monitor are neat and the chairs are pushed in.  
  
· Under no circumstances are students allowed to touch any cables behind the computer or monitor for their own safety.  
  
· Students must not share their passwords under any circumstances with anyone. If a student suspects someone may know their password, it is their responsibility to change it immediately and to report it to the IT Department as students are responsible for all activity on their account.  
  
· Under no circumstances is Lab equipment and/or software to be modified or tampered with. This includes attempts to try and bypass school security features (either hardware and/or software).  
  
· Under no circumstances are students to wilfully damage or vandalise any equipment. If a student witnesses another student doing this, they must report this to the IT Department immediately otherwise they too will be treated as an accomplice.  
  
· Under no circumstances are students to participate in cyber-bullying in any way and if they witness such an event, they must report it to the IT Department immediately.   
  
· School ICT Resources (Computers, printers, internet etc.) are for official school use only. Personal use is strictly prohibited.  
  
· Students using their own notebooks to download music, movies, games, applications or anything else via the Internet or Torrent is strictly prohibited.  
  
· Pornographic or offensive video, audio and images are strictly prohibited.  
  
· Accessing any form of Chat site or program is strictly prohibited.  
  
· The school email system is only to be used for school related emails. Using the school email system to spam or cyber-bully is strictly prohibited and may result in Police involvement.  
  
· College faculty must supervise students at all times whilst in a computer lab or using a school computer.  
   
Consequences for College Acceptable Use Policy and Rules Breaches  
  
· First Offense – IT Department Notified and then the Student Manager. Parents informed of offence and cost of damage to be paid if applicable. Withdrawal of access to computers/internet  
  
· Second Offense – As per First Offence and Saturday detention. Possible suspension.  
  
· Third and Subsequent Offenses – Suspension from school.  
  
  
  
Student Name:  .....................................................................................................................................   
  
Student Signature: ................................................................................................................................   

 Date:    .............................................................   
  
  
  
Parent/Guardian Name:  ......................................................................................................................   
  
Parent/Guardian Signature: .................................................................................................................   

 Date:  ............................................................. 
 

 












APPENDIX B –   
DEPARTMENT OF EDUCATION AND TRAINING  
ENROLMENT FORM - INFORMATION for PARENTS, GUARDIANS and CARERS 
(including privacy collection notice) 

The Enrolment Form asks you for personal and health information about your child and your family. This information is collected to enable our school to educate your child and support your child’s social and emotional wellbeing and health. Our school is also required by legislation, such as the Education and Training Reform Act 2006, to collect some of this information. 

Our school relies on you to provide health information about any medical condition or disability that your child has, medication your child may take while at school, any known allergies and contact details of your child’s doctor. If you do not provide all relevant health information, this may put your child’s health at risk.  

Our school requires current, relevant information about all parents, guardians and carers so that we can take account of family arrangements. Please provide our school with copies of all current parenting plans AND court orders regarding parenting arrangements. Please provide copies of court orders or plans when they change. If you wish to discuss any matters regarding family arrangements in confidence, please contact the principal. 

Protecting your privacy and sharing information  
The information about your child and family collected through this Enrolment Form will only be shared with school staff who need to know to enable our school to educate or support your child, or to fulfil legal obligations including duty of care, anti-discrimination law and occupational health and safety law. The information collected will not be disclosed beyond the Department of Education and Training without your consent, unless such disclosure is lawful.  For more about information-sharing and privacy, see our school’s privacy policy: https://www.education.vic.gov.au/Pages/schoolsprivacypolicy.aspx  

Our school’s use of online tools (including apps and other software) to collect and manage information  
Our school may use online tools, such as apps and other software, to effectively collect and manage information about your child for teaching and learning purposes, parent communication and engagement; student administration; and school management purposes. When our school uses these online tools, we take steps to ensure that your child’s information is secure. If you have any concerns about the use of these online tools, please contact us. 

Emergency contacts 
Emergency contacts are those people you nominate for the school to contact during an emergency. Please ensure your nominated emergency contact agrees to you providing their contact details to our school and that they have read the paragraph above. It is important that you inform them that their contact details may be disclosed beyond the Department if lawful.  

Student background information 
The enrolment form requests information about country of birth, aboriginality, language spoken at home and parent occupation. This information enables the Department to allocate appropriate resources to our school. The Department also uses this information to plan for future educational needs in Victoria and shares some information with the Commonwealth government to monitor, plan and allocate resources.  



Immunisation status 
Your child’s immunisation status assists our school to manage health risks for children.  The Department may also provide this information to the Department of Health and Human Services to assess immunisation rates in Victoria, but not in a way which identifies you. 

Visa status 
Our school also requires this information to process your child’s enrolment. 

Updating your child’s personal and health information 
Please inform our school if, and when, there are any updates to any of the personal or health information you provide on the Enrolment Form.  

Accessing your child’s records 
Our school provides ordinary school communications and school reports to students and parents, guardians and carers who have legal decision-making responsibility for the student. Requests for any other type of student records may be made through a Freedom of Information (FOI) application. Please contact our school and we can advise you how to do this. 

Student transfers between Victorian government schools 
When our students transfer to another Victorian government school, our school will transfer the student’s personal and health information to that next school. This may include copies of student’s school records, including any health information. Transferring this information assist the next school to provide the best possible education and support to students. 
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  Published  Ma y   201 8     INFORMATION PACK FOR PARENTS   The Department of Education and Training (Department)  and your school are using   online learning services  to  support   learning  and teaching . This pack provides information on one of the online services ,   G Suite for Education and advice in relation to  its  safe  and responsible use.      

 

What are the b enefits  of this  service for  students ?

 

   Teach es   s tudents to be ‘digital citizens’   through the  use of an online system .      Provides  access  to   digital tools  for a range of  classroom  activities .      Allows  students   to actively collaborate wit h their class  on  school work.      Provides  digital  whiteboard capability in group  discussion s .      Enables  students   to access their classwork  from   different   channels (i.e. laptops, iPads   and  smart phones ) .      Helps  students   to b uild   working r elationship s   with  each  other .      Promotes knowledge sharing .  

 

  What  information might  students store in G Suite  for  Education ?  

   In addition to the information needed to provide access  to G  S uite for Education (s tudent ’s   username ,  password , n ame,  y ear level, home group ,  school ,  location information and preferred language), student’s  schoolwork  will also be stored in G Suite for Education .      S tudents have the ability to store and share any  school  work related  content on the platform ,  such as   p hotographs, audio, video recordings . T hey can also   add   n on - classroom related information .      Student’s data is stored in data centers located in  the  USA, Chile, Taiwan, Singapore, Ireland, Netherlands,  Finland and Belgium.  

   Sheets      Forms      Slides      Sites      Hangouts  


image4.emf
 Example i nformation  students can safely put  online  

 

   Class presentation .      Conversations about classwork/ assignments .      School related contact details .      Class related media  –   i.e. videos , photos.      Whiteboard notes .      Emails between  students  on school work .  

 

 

 Example information  students should  always  be cautious  of  putting online    

 

   Personal mobile or home phone number .      Personal photographs and video clips unrelated to  schoolwork .      Other student’s private  information .      Health information .      Bank details .      Home address .      Information on r acial or ethnic origin .      Religious beliefs or other opinions .  

G Suite for Education  -   Opt - Out  F orm   If upon considering the above information you have questions  or concerns please contact your school.  You do not need to  do anything   for your child to   have access to this service.     

I  DO NOT   wish for my child to have access to  G Suite for Education and understand that  alternative  arrangements for allocating work  will be made.   

Student   Name:  Parent / Guardian Signature :  

  

Home room:   

 Parent / Guardian  Name:  

Date:   

  

 

How can you help p rotect   your   student ’s   information ?   Whil st   your  school provides  your  student’s Department  username and password to Google to enable  them to only  access  their own information on G Suite for Education,  there are some things that you can do to help keep their  information safe .  

  Remind   them  not to share passwords  with  anyone ,   as they cannot be sure how secure  another person will be with  their  details.     

T eachers will  remind students  to only use  G Suite for  Education  for activities related to  schoolwork .  

  T alk   about appropriate uses  of  technology at  school and at home.  Remind   them  that anything  uploaded to G Suite for Education can be viewed  by teachers.  

In rare cases, Google’s  technical  support  team  may  have  access  to  information stored in G Suite for Education.   

  Please note that  Google will never contact  you  or  your child di rectly . If you or your child are  contacted by  anyone claiming to be  Google  support ,   contact your school immediately.  

 

ONLY  complete the section below if you DO NOT want your child to  have access to this online service.  
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  Published  Ma y   201 8     INFORMATION PACK FOR PARENTS   The Department of Education and Training (Department)  and your school are using   online learning services  to  support   learning  and teaching . This pack provides information on one of the online services ,   Office 365   and advice in relation to  its  safe and  responsible use.        

 

What are the b enefits  of  this service for  students ?

 

   Teach es   s tudents to be ‘digital citizens’   through  the use of an online system .      Provides  access  to   digital tools  for a range of  classroom  activities .      Allows  students   to actively collaborate wit h their  class  on  school work.      Provides  digital  whiteboard capability in group  discussion s .      Enables  students   to access their classwork  from   different   channels (i.e.  laptops, iPads   and  smart phones ) .      Helps  students   to b uild   working r elationship s   with  each other .      Promotes knowledge sharing .  

 

  What  information might  students store in  Office  365 ?  

   In addition to the information needed to provide  access to  Office 365   (s tudent ’s   username ,  password , n ame,  y ear level, home group   and   schoo l ), student’s  schoolwork  will also be stored in  Office 365 .      Students have the ability to store and share any  school work related  content on the platform,  such  as   photo graphs, audio, video recordings. They  can also add   non - classroom related information.      Student’s data is stored in data centers located in  in Victoria   and New South Wales.  

   Flow      Skype for  Business      Microsoft Teams      Sway      PowerApps      School Data Sync      Minecraft :  Education Edition  
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   Example i nformation  students can safely put  online  

 

   Class presentation .      Conversations about classwork/ assignments .      School  related contact details .      Class related media  –   i.e. videos , photos.      Whiteboard notes .      Emails between  students  on school work .  

 

 

 Example information  students should  always  be cautious  of  putting online    

 

   Personal mobile or home phone number .      Personal photographs and video clips unrelated to  schoolwork .      Other student’s private information .      Health information .      Bank details .      Home address .      Information on r acial or ethnic origin .      Religious beliefs or other opinions .      

Office 365   -   Opt - Out Form   If upon considering the above information you have questions  or concerns please contact your schoo l.  You do not need to  do anything   for your child to   have access to this service.     

I  DO NOT   wish for my child to have access to  Office 365   and understand that  alternative  arrangements for allocating work will be made.   

Student   Name:  Parent /  Guardian Signature :  

  

Home room:   

 Parent / Guardian  Name:  

Date:   

  

 

How can you help p rotect   your   student ’s   information ?   Whil st   your  school provides  your  student’s Department  username and password to  Microsoft   to enable  them to  only  access  their own information on  Office 365 , there are  some things that you can do to help keep their information  safe .  

  Remind   them  not to share passwords  with  anyone ,   as they cannot be sure how secure  another person will be with  their  details.     

T eachers will  remind students  to only use  Office 365   for  activities related to schoolwork .  

  T alk   about appropriate uses  of  technology at  school and at home.  Remind   them  that anything  uploaded to  Office 365   can be viewed by  teachers.  

In rare cases,  Microsoft ’s  technical  support  team  may  have  access  to  information stored in  Office 365 .   

  Please note that  Microsoft   will never contact  you or  your child di rectly . If you or your child  are  contacted by  anyone claiming to be  Microsoft   support ,   contact your school immediately.  

 

ONLY  complete the section below if you DO NOT want your child to have access to this online service.  
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